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Abstract: 

The popularity of Bitcoin and other well-known cryptocurrencies has increased over the past 

several years. This cryptocurrency, which is widely recognized as both a sort of digital cash and 

actual money, is purchased and sold over the blockchain system.The blockchain technology used to 

use cryptocurrencies is being questioned by the financial sector, political stakeholders, and 

individual investors. The sector has been dramatically disrupted by cryptocurrencies since the 

introduction of bitcoin in 2009. Future currencies that might displace the ones used today include 

cryptocurrencies. Users have become interested in interest, while many of them are uninformed of 

the potential, obstacles, and problems it may present in the future. Hidden knowledge is still scarce 

and expanding. By offering a crucial framework and viewpoint for the users and the education 

industry. This essay will examine the possibilities of cryptocurrencies, including their technological 

security, low transaction costs, and huge financial profits, in order to offer crucial advice and 

consumer perspectives. The main topics of this article include laws and regulations, excessive 

power use, accidents and explosions, and network attacks. This essay will meticulously investigate 

the operation of cryptocurrencies and some of their possible applications 
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1.Introduction 

 

The economic and technical fields have advanced significantly in recent years. One of the most 

amazing technological advancements in the field of economics is the creation of cryptocurrencies, 

or virtual money, in the internet environment. As the global economy grows increasingly 

internationally linked, there is a growing need for financial transactions that are quicker, more 

comfortable, and more safe. As a result, we need a safe and practical payment method for bank 

customers. A payment system is a set of procedures for the transfer of funds through national and 

international value-added transactions between individuals and financial institutions. The Bank of 

Indonesia categorizes payment system instruments into two groups: financial and non-financial, in 

its capacity as a payment system officer. For instance, payment mechanisms are so constrained that 

they are unable to meet the needs of the general public. 

 

A cryptocurrency is a type of digital or virtual currency that employs encryption and mapping to 

protect it, making it almost impossible to copy or forge. Blockchain technology, a distributed 

ledger that is compelled onto a separate computer network, powers the majority of 

cryptocurrencies. Because hidden money frequently aren't issued by a centralized entity, they are 

shielded from government action and spending. Cryptocurrencies are digital or virtual currency 

supported by a cryptographic technology. Without the assistance of affiliates from other parties, 

they allow secure online transactions. Sharp curve encryption, public and private key pairings, and 
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hashing operations are just a few of the encryption techniques and protocols that are referred to as 

"crypto" in this context. 

 

Cryptocurrencies may be mined or purchased on exchanges that deal in them. Cryptocurrency 

transactions are not supported by all eCommerce platforms. Truth be told, not even the most well-

known cryptocurrencies like Bitcoin are used for commerce. But as the number of cryptocurrencies 

has grown, so has their acceptance as trading tools. They are occasionally used for border transfers 

as well. 

 

The adoption and use of Bitcoin and other cryptocurrencies depend on blockchain technology. A 

blockchain is simply a network of interconnected blocks or an electronic book, as its name 

suggests. Each block contains a set of transactions that have been confirmed by all users of the 

network. Building transaction histories is difficult since each node must confirm each newly 

created block before it can be verified. 

 

Bitcoin is a well-liked and valuable cryptocurrency. In 2008, Satoshi Nakamoto, a mysterious 

creator, released a white paper presenting it to the general world. There are currently thousands of 

coins accessible. 

 

2. Latest Literature Reviews: 

 

Blockchain is a platform for data management and commerce that was first developed utilizing the 

virtual currency Bitcoin. Since the initial introduction of the concept in 2008, fascination with 

Blockchain technology has increased. The main characteristics of this technology are what have 

sparked interest in it., which enable security, privacy, and data integrity independent of any third-

party institution that supervises transactions. offers fascinating research opportunities, especially in 

light of the challenges and limitations given by technology. Blockchain is a platform for social 

networking that protects the accuracy of transaction data. The technology that makes use of Bitcoin 

is more known[1] 

A public activity log called Blockchain is a component of the Bitcoin global electronic cash 

system. One of the most important features of Bitcoin is the maintenance of a monetary value 

independent of any group or political authorities. The Bitcoin network has a growing quantity of 

users and transactions[2]. Furthermore, exchange markets frequently see conversions to traditional 
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currencies like KRW, EUR, and USD. As a result, many businesses have shown interest in Bitcoin, 

the most popular digital money based on Blockchain technology.[3]. 

 

The public-key infrastructural (PKI) technique is used by Bitcoin.[4]. Then, The current block is 

connected to a prior block that was written. On the "nodes," or disk storage, of users, all blocks are 

preserved, which also houses information on all previous transactions. All nodes keep track of 

every Bitcoin transaction and confirm that new transactions made using older blocks are 

accurate[5]. Nodes are rewarded for confirming that transactions are correct. This tactic is known 

as mining, Moreover, Proof-of-Work, is among the core concepts behind the Blockchain system, 

underpins it[6]. Once all of the verifications are successful, a consensus is formed. Each block is 

connected to the others and aligned with a single continuous chain. These blocks reflect the Bitcoin 

social networking site on the Blockchain[7]. 

An separate Bitcoin management system called Blockchain was created to allow for cashouts to 

other Bitcoin users. This process can make it possible to create a public record of every Bitcoin 

transaction ever made without using an unrelated party[8].The benefit of Cryptocurrency is that 

once data has been approved by all nodes, it cannot be modified or withdrawn from the public 

registry. Because of this, blockchain is recognized for its data security and integrity features. There 

are further uses for blockchain technology. Peer-to-peer data exchange and digital contracts using 

cloud services, for instance, may both be developed. the validity of other services and apps using it, 

the resilience of the blockchain process, and the quality of the data[9]. 

The blockchain technology also has acknowledged limitations and technical issues. You may learn 

more about blockchain technology and its limitations in the future by reading the following list of 

seven technological hurdles and constraints[10]: 

 

• Input:The potential troublesome transactions per second 

(tps) on the Bitcoin network has increased to 7. This is 

enhanced by the processing networks for VISA (2,000 tps) 

and Twitter (5,000 tps). When Blockchain transactions reach 

a certain level reaches the same levels, Blockchain network 

emigration must be addressed.[11]. 

 

• Delay:One transaction may be processed in 

around ten minutes, which is long enough to 

provide Bitcoin block protection. Because the 

cost of the defense must be larger than the cost 

of the assault, effective security involves a lot of 

time on the defensive. The effect of several 

productive investments is a double 

expense[12].Bitcoin prevents revenue 

duplication by securing each transaction 

uploaded to the blockchain and guaranteeing 

that inputs have never been used before[13]. As 

a result, delays are turning into a major problem for blockchain. It need to be feasible to fast 

authenticate and block while maintaining security. The ability to accomplish tasks quickly, like 

those in VISA, is a key advantage over Blockchain. As a result, delays are turning into a major 

problem for blockchain. It need to be feasible to fast authenticate and block while maintaining 

security. When compared to Blockchain, activities like those in VISA may be accomplished in a 

matter of seconds[14]. 
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• Size and bandwidth:The Blockchain for the Bitcoin 

network presently consumes more than 50,000MB 

(February 2016). Once the result hits Blockchain has the 

potential to expand by 214PB annually at VISA levels. The 

Bitcoin community believes that a single transaction ought 

to be 1MB in size and created every 10 minutes[15]. The 

number of transactions that may be executed is therefore 

capped at 500 sales on average every block. Size and 

bandwidth concerns need to be fixed if more transactions 

must be processed via blockchain.[16]. 

• Waste resources:An tremendous amount of energy ($ 15 million per day) is squandered during 

bitcoin mining. Waste from the Proof-of-Work endeavor is Bitcoin[17]. 

• Version:Another problem arises when chains are separated for administrative or transformational 

reasons[18]. 

 

In general, The potential for the technology known as blockchain 

to transform how daily transactions are carried out. Blockchain technology may be used in a variety 

of industries where various types of transactions are done, not just in the realm of 

cryptocurrency[19]. Despite the fact that there are already technical problems and barriers with 

blockchain, future research in the area of blockchain applications is quite promising. An assortment 

of exciting issues and questions are presented by the characteristics of anonymity, data integrity, 

and security, which call for careful examination and solution. In order to satisfy future needs, 

scalability issues also need to be addressed. It is crucial to compile all pertinent studies in order to 

recognize and comprehend the present state of research underway on blockchain. It is still possible 

to observe in Blockchain which problems and inquiries have received solutions in addition to the 

ones that have not. 

 

3. Technology Used: 

Blockchain technology is a method that keeps track of all network transactions in a digital ledger. 

The term "blockchain" describes a sequence of data made up of each activity, which is referred to 

as a "block." This is the basic idea underlying blockchain technology, despite the fact that there are 

several explanations accessible online[20]. 
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The blockchain technology used in cryptocurrency: 

Blockchain technology is based on a principle that is not new, despite the fact that it may only 

appear to be one idea. There are other networks that function in a way that is comparable to 

blockchain.Furthermore, it's important to understand that blockchain technology was created in 

1991, even if it wasn't publicly available as a part of the Bitcoin platform until 2008. As a result, it 

is focused only on Bitcoin and not all cryptocurrencies[21]. 

 

. Accessible:The blockchain is linked to a virtual world, as opposed to conventional systems where 

you need the approval of regulatory organizations, like a bank, meaning that anybody may use 

technology to conduct commerce. It bursts more frequently than other peer networks because of its 

accessibility. 

The blockchain is moreover always available. As a result, cryptocurrency traders and investors may 

profit without having to worry about time constraints. 

. Affordability:Additionally, compared to traditional networks, transaction fees on blockchain 

social networks are lower. This is because there are several stages to the technique. 

. Secure:When a blockchain transaction record is created, a unique key is also created. To update 

or change anything in that particular record, you need a signature that is relevant to your job. In 
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other words, every document or file has a password. This particular blockchain feature reduces the 

possibility of interference. 

. Default:It is typical for all parties to accept a set of rules, occasionally referred to as a contract, in 

order to prevent misuse. It takes a lot longer to set up even with the help of modern technology, 

even if it offers everyone involved a sense of security. Blockchain technology, which makes it 

possible to immediately create and implement smart contracts, takes this concept to a whole new 

level. 

. Accuracy:Even if this wasn't the case when it was first introduced, blockchain technology does 

not involve people. A computer network validates every job request that is posted in a public place. 

As a result, there is little possibility for human error, leading to reliable records of what is being 

done[22]. 

. Anonymity:Despite the fact that every transaction on the blockchain reveals the wallet addresses 

of all parties involved, the owners of each wallet address are unknown. Because the wallet address 

is visible, there is some exposure, but there is also some anonymity because the wallet address 

hides the owner's identity. 

How does blockchain technology work? 

Although blockchain technology may seem to function 

in strange ways, its architecture and design are actually 

far more straightforward than you would think. Here is 

an illustration of how it functions: 

.A request to purchase or sell cryptocurrencies is made 

by each individual. 

.The request is received by the "nodes" of a computer 

network. 

.When an application joins a blockchain, thousands of 

computers will compete for the chance to authenticate 

what is being done. In reality, this is how 

cryptocurrency miners work [23]. 

.In exchange for their work, or more particularly the 

accounting tools they used during the whole verification 

process, the computer or miner, also known as a blockchain, who successfully completes and 

validates the operation gets compensated with bitcoin. 

. Following transaction validation, it will be added to a previous crypto operation's chain and added 

to the blockchain. 

 

4.BlockChain Process in Cryptocurrency: 

Simple startups:  

The blockchain idea was first presented in 1991 as part of a research effort, years before its first big 

debut, which happened in 2009 in the case of Bitcoin. Since then, a variety of anonymous 

currencies, financial apps (DeFi), static tokens (NFTs), and smart contracts have been developed, 

further increasing the usage of blockchain technology. 

 

.Each action is documented as a separate "block" of data. 

Each block has connections to the ones that came before and after it. To guarantee accurate time 

and order of events and to prevent any one block from being changed or put in between the other 

two, blocks are securely linked to one another. The activity is connected to a distributed layout 

system called a non-volatile series. The whole blockchain is guaranteed by the pre-block 

authentication of each succeeding block. The blockchain becomes impervious to interruption as a 

result, offering you the crucial power of consistency[24]. 

.  Dual-use issues with cryptocurrencies and the necessity for a blockchain 

In earlier attempts to create a cryptocurrency, such as Nick Szabo's BitGold, double spending was a 

concern. When a user attempts to use the same cryptocurrency twice, double duplication happens. 

The blockchain totally solves the issue of double-spending with a flexible, adaptable manual.[25]. 
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POSSIBLE BLOCKCHAIN NETWORK TYPES: 

1.Open Blockchain: 

Everybody may use these blockchains. This issue exists 

in the blockchains used for cryptocurrencies like Solana, 

Ethereum, and others. Public blockchains require a 

significant amount of processing power [26]. 

 

2. Private blockchains: 

These blockchains are accessible to 

everyone. This issue exists in the 

blockchains used for cryptocurrencies like 

Solana, Ethereum, and others. Public 

blockchains require a significant amount of 

processing power[27]. 

 

 

3. Approved Blockchain: 

When creating a private blockchain, businesses usually 

build an approved blockchain network. This limits who 

can use the network and how much they may be charged. 

Prior to participating, participants must get an invitation 

or authorization[28]. 

4. Consortium Blockchain: 

Storage on blockchains may be distributed across several 

businesses. Who is permitted to submit transactions or 

access data is within the jurisdiction of these entities. 

Participants who are interested must ask permission and 

get authorisation.[29]. 

Benefits of Cryptocurrency: 

Bitcoin transfers from peer to peer have minimal 

transaction costs and do not require a central server. In 

state-allocated systems, conversion costs are also not 

assessed. Quick payments are made, and fraud risk is not 

taken into account. Blockchain-based transactions are transparent, anonymous, and 

irrevocable.Additionally, cryptocurrency offers unrestricted access to anybody in the globe, free 

from interference from any central authority[30]. 

A few advantages of blockchain technology: 

1.Medium-sized financial systems are simple to use but have 

constraints.. It is possible to have problems like disparities and bad 

budgeting. Customers may eventually suffer as a result of all of 

this.The system is incredibly trustworthy and safe thanks to 

blockchain technology. Blockchain technology is the business 

development tool of the future. Every dollar invested in these 

collaborative technologies will see a reasonable return since they 

might improve business processes and increase confidence[31]. 

2.Blockchain follows national boundaries, and individuals, not 

centralized groups like the government, are in charge of making choices. Currently, the financial 

system is governed by centralized authorities, who must be trusted and whose rules must be 

followed by everyone. However, these crucial elements may be used; we see several examples of 

the financial industry acting unethically in order to generate money. 
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3.All transactions are transparent and 

anonymous thanks to blockchain technology. 

Therefore, there is no exploitation at all. 

Furthermore, because Blockchain transaction 

history is still dispersed all over a computer 

chain, there cannot be a single point of 

failure. By employing cryptographic hashing 

to encrypt the data and maintain the integrity 

of the blockchain, blockchain technology 

prevents data tampering. 

Users have total control over transactions 

using cryptocurrency's blockchain technology and don't have to worry about them being blocked or 

handled incorrectly by any centralized body of power. Consequently, blockchain technology will 

grow more effective as more companies and people adopt it[32]. 

 

5. Challenges and Future Work: 

Having Centralized Systems Can Be Difficult: 

Everyone utilized intermediary resources prior to the creation of Bitcoin and BitTorrent. In 

centralized systems, all data are kept in one location, and only that data center should be used. 

Google is a good illustration of this kind of a structure. 

When we conduct a search for something on Google, the server processes our request and provides 

the relevant data. Another illustration is the financial institutions who are in charge of all our 

disposable funds and have us to get in touch with them or visit them anytime we need to submit a 

payment[33]. 

Intermediate systems are easily attacked by hackers. If software development is necessary in the 

central data center, the entire process should be put on hold. All internal data would be at danger if 

a data centerwere to sustain intentional harm. If the medium-sized business collapses, nobody will 

have access to the data until it returns to life. 

Structure of peer-to-peer networks: 

All nodes in a peer-to-peer network that 

supports blockchain are connected to one 

another. A main node is any computer that 

takes information, processes it, and outputs 

the outcome. 

The peer-to-peer network is most typically 

utilized with flow. When employing a client-

server strategy, the download process should 

ideally slow down and be entirely dependent 

on the server. However, with a system that 

works via peer-to-peer, there are still enough of peers for us to obtain files from regardless of 

whether one network isn't functioning properly. Additionally, the concept of fusing peer-to-peer 

networks with payment systems marks an important turning point within the financial sector. 

 

Cryptocurrencies employ the same nodes and network technology, and there is no central authority. 

The Proof of Work consensus algorithm, utilized by cryptocurrencies like Ethereum and Bitcoin, 

accords equal privileges to all nodes. However, their level of participation and activity may vary. 

The network uses the law of gossip to inform its neighbors when a transaction takes place. Until the 

complete location is made public, speculations and information continue to spread. 

 

The architecture of this system has the drawback of not being highly quantitative. Next-generation 

currencies have a leader-based consensus technique to overcome this, in which nodes choose leader 

notes (also known as Supernodes).Supernodes are in charge of the network's overall viability and 

compatibility. Although these cryptocurrencies are quick, not many people utilize them. Cardano, 

among Neo's account, and EOS are further examples[34]. 
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What is the Consensus approach to Blockchain? 

 

In a geographically dispersed network like Blockchain, the consensus mechanism refers to the 

methods that assist technology in achieving trust, confidence, agreement, and security. The 

blockchain and cryptocurrency technologies work thanks to two different types of consensus. 

These two sorts of techniques are Proof of Service (PoW) and Proof of Proof (PoS). The PoS-

compliant approach is especially used for cryptocurrencies like Bitcoin or Litecoin, however this 

device is more energy-efficient and has a longer processing time. PoS is a low-cost, low-power 

substitute for PoW with equivalent applications in the blockchain sector. 

 

6. Conclusion: 

 

Blockchain technology's application to Cryptocurrencies have the power to change a number of 

sectors. Through geographic clustering and cryptographic hashing, it creates a clear and 

unchangeable history for digital assets. Blockchain technology and cryptocurrency are 

interconnected. The independence of cryptocurrencies from any one central entity or individual is 

their strongest attribute. 

The use of blockchain technology in Bitcoin has increased dramatically since it was first introduced 

in 2008. Bitcoin transactions are peer-to-peer because to the cheap transaction fees. In basic 

financial systems, several weaknesses and constraints are easy to take advantage of. Blockchain 

technology enhances the system's reliability and security. 

With its safe, global, and trustless methods of value exchange, this invention has completely 

changed the financial environment and opened the door for future advancements in decentralized 

financial services and digital assets. With applications across many industries, blockchain's 

influence goes beyond cryptocurrencies, highlighting its potential to fundamentally alter how we 

store, move, and organize information as well as possessions in the digital age. 
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